HCLSoftware

Instructions: Purchase and deployment of HCL AppScan Standard from AWS Marketplace
1. Visit the AWS Marketplace — search on HCL AppScan Standard or HCL Software

Click on View purchase options

aus marketplace S -

Become 3 Channel Partner S S Marketplace  Amaron Web Services Mo

About v  Categories v  Delivery Methods ~  Solutions v  Resources ~  You

HCL AppScan Standard

Overview Features Pricing Legal Usage Resources Support Reviews

Overview

Highlights

* Reduce the overall risk of costly data breaches Reduce the time to
find and remediate vulnerabilities in applications

o . * Remediate security vulnerabilities before attackers Enhance Security

Software can gi\e the confidence P ARG

to compete + Perform in-depth security analysis throughout software

development Achieve regulatory compliance Access detailed results

and actionable fix recommendations

Product video

HCL AppScan Standard dynamic application security testing - DAST solution is Cates
designed for security experts and pen testers to use when performing security

2. View the available purchase options

HCL
AppScan HCL AppScan Standard Continue to Configuration

Create an agreement for this software P

You have an agreement to this software. Please see the terms and pricing details below or click the button

5e order Leam more

Purchase order number - optional
above to configure your software.

License management

Your purchase of this product created a license that you can manage in AWS License Manager. This may include

viewing, granting access, and tracking usage of your entitlements. Contract

Manage L

Current software contracts

By subscribing to this software, you

¢ to the pricing terms and the
pller's End User Lice
(EULA) 2, You also agre d

owledge that AWS ma

greement

Software Unit type License(s) Effective date Expiration date

HCL AppScan Standard User 1 12/13/2024 12/13/2025

vacy Not
and collect

Contract currency

payments from you on behalf of the
setler through your AWS account. Your

Contract currency
United States dollar | USD ($)

u uc g

a private offer from a channel partner
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Review renewal settings and units

or here (' (for SPPO
transaction) for more information on
the channel partner.

Renewal Settings

Would you like to reactivate your automatic renewal?
Pricing details

By clicking the 'Reactivate Renewal' checkbox below, your software will continue to run normally and will

renew with your current configuration on December 13, 2025. Select contract option(s)

[ Yes, | want to reactivate my automatic renewal. Total contract price $0

Due now
Auto renew - No

Contract options

Your Current Terms

User $0.01 / Units 1
38tdgmodjiwokzkdtwl1dq6fo
HCL AppScan Standard User Sold By: HCL America Inc.

10: 38tdgmodjiwokzkdtwl1dq6fo

wing Your Terms

3. Click Continue to Configuration

25;';'5«::;;\ HCL AppScan Standard

ontract currency [Z. AWS will issue invoices and collect
payments from you on behalf of the
seller through your AWS account. Your
use of AWS services is subject to the
AWS Customer Agreement(Z or other

. agreement with AWS governing your
United States dollar I usp ($) use of such services. If you are receiving
a private offer from a channel partner,
you may click here Z\for CPPO
transaction) or here (7 (for SPPO
transaction) for more information on
the channel partner.

Contract currency

Renewal Settings

Would you like to reactivate your automatic renewal?
i i % K 3 = Pricing details
By clicking the 'Reactivate Renewal' checkbox below, your software will continue to run normally and will

renew with your current configuration on December 13, 2025.

Select contract option(s)

[ Yes, | want to reactivate my automatic renewal. Total contract price $0

Due now
Auto renew - No

Your Current Terms

38tdgmodjiwokzkdtwl1dg6fo
HCL AppScan Standard User Sold By: HCL America Inc.

10: 38tdgmodjiwokzkdtwl1dg6fo

Contract options

User $0.01 / Units 1

Viewing Your Terms
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4. Review the fulfillment options, such as Regions
Click Continue to Launch

Choose a fulfillment option and software version to launch this software.

Kg#s«:an HCL AppScan Standard Continue to Launch
Configure this software

Fulfillment option

64-bit (x86) Amazon Machine Image (AMI) Infrastructure Pricing

EC2 1*cSxdarge
Software version
Monthly Estimate: $255.00/month
10.6.0 (Nov 22, 2024)

Region

US East (N. Virginia)

Use of Local Zones or WaveLength infrastructure deployment may alter your final pricing.

Ami Id: ami-0227babdb481d91fa
Ami Alias: /aws/service/marketplace/prod-qpjswkpw3x7yy/10.6.0 Learn More ( fm
Product Code: 38tdgmodjiwokzkdtwl1dq6fo

Release notes (updated November 22, 2024)

5. You can choose to deploy from website (this page) or from your EC2 console.
Please select your desired EC2 instance type, VPC settings and subnet settings.
Consult with your administrator if you are unsure what to choose.

ﬂ%s“n HCL AppScan Standard

Choose Action

Choose this action to launch from this website
Launch from Website

EC2 Instance Type

Memory: 16 GiB

CPU: 4 virtual cores

Storage: EBS Only

Network Performance: Up to S Gigabit Ethernet

t3axlarge

VPC Settings

Subnet Settings
- % 1Pva CIDR block: 192,168/ 1/25
subnet-07 2619 (us-east-1a) Z

Create a subnet in EC2 ('

(Ensure you are in the selected VPC above
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6. Select the relevant security group and Key Pair.
You need a key pair to obtain the instance administrator password
Then click Launch

Security Group Settings

A security group acts as a firewall that controls the traffic allowed to reach one or more instances. You can create a new
security group based on seller-recommended settings or choose one of your existing groups. Learn more

PUB-VPC_ ' vl o

Create New Based On Seller Settings

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair

that you created
_Image v 2

Create a key pair in EC2 (£
(Ensure you are in the region you wish to launch your software)

Launch

7. After launching, you can click (View Launch Configuration Details)

';-'\%Scan HCL AppScan Standard

Congratulations! An instance of this software is successfully deployed on EC2!

AMI ID: ami-0227babdb481d91fa II(Vmw Launch Configuration Details) |
You can view this instance on EC2 Console. You can also view all instances on Your Software. Software and AWS hourly

usage fees apply when the instance is running and will appear on your monthly bill.

You can launch this configuration again below or go to the configuration page to start a new one.

Software Installation Details

AMI ID: ami-0227babdb481d91fa
Product: HCL AppScan Standard
Version: 10.6.0

Region: US East (N. Virginia)

Ec2 Instance Type: t3a.xlarge

VPC: vpe-C

Subnet: subnet-(

Security Group: PUB-VPC_/
Key Pair: 3

Close
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8. You can use the AMI to search the newly created instance.
You can rename the instance for better management in the future.

(=] ©® o=
Dashboard < Instances (1) 1ot st ol @ comnect ) (nstance site ) (acions ) (iineninsncsll 1)
EC2 Global View Q. Find Instonce by ottribute or tag (cose = ) Caen)

Events

| mage 10 = ami-0227babdbag1dorts | X J|  (Clear fitters ) 1 ®

Name 2 v | Instance ID a | Instancestate @ | Instancetype @ | Statusche

Instance Name Required 1-0f6122d279af2d75¢ @Running @ Q t3axdarge @ initializ

9. Once the status check passed Right-Click, Security, Get Windows Password

| Instancestate ¥ | Instancetype ¥ | Statuscheck |

@ Runnina @ @ t3a.xlarae ® 3/3 checks passec
Launch instances

Launch instance from template
Migrate a server
Connect

Stop instance

Reboot instance

Terminate (delete) instance

Instance settings >
Networking >
Security » | Change security groups

v

Image and templates Get Windows password I

Monitor and troubleshoot  » Modify IAM role

10. Upload the private key you used to pair with this instance.

"

Get Windows password

Get Windows password i

Use your private key to retrieve the initial Windows password foe this instance.
Instance ID

B e (AppScan_Standard_10.6.0}

Key pair assoclated with this instance

oY, nage_°”

Private key

T Upload private key file

o~ pem
14748

Private key contents - optional
BEGIN RSA PRIVATE KEY

W

Fueling the
Digital+ Economy



HCLSoftware

11. This is your windows password, please change password after login.

Get Windows password X

Connect to your Windows instance using Remote Desktop with this information.

Instance ID
oi (AppScan_Standard_10.6.0)

Private IP address
0 192.16¢+

Username
5] Administrator

Password
0O dkCapn py— = = mf?

(@ Password change recommended
We recommend that you change your default password. Note: If a default
password is changed, it cannot be retrieved using this tool. It is important that
you change your password to one that you will remember.

Cancel  (HOK )

12. Login to your HCL AppScan Window Machine using Microsoft Remote Desktop.

Remote Desktop
»¢ Connection
Computer: Example: computer.fabrikam.com v

User name: None specified

The computer name field is blank. Enter a full remote
computer name.

¥ | Show Options Connect Help
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13. After logging in to the instance, you will find the HCL AppScan logo on desktop or in the start menu.

o

AppScan
Standard

A Windows Server
- Amazon Web Services

. . 3 =

Windows Windows
- HCL AppScan Standard : Server Manager  PowerShell PowerShell ISE

l“; AppScan Standard

~ :
fia Authentication Tester g e

Windows
' Connection Test Administrativ... Task Manager Control Panel

\‘; EncodeDecode

3 Expression Test L} H I - l

Remote
9’ HTTP Request Editor Desktop... Event Viewer File Explorer

M

@ Microsoft Edge

S
E Server Manager
’0 Settings

w
. Windows Accessories

B \Windouc Adminictrative Tools

£ fiype here to search

Fueling the
Digital+ Economy



HCLSoftware

14. You will need a license from HCL Software to operate HCL AppScan Standard
at full function.
Click on Help > License

‘r.m Edit Scan View Tools AppScan Connect Help Untitled - Demo license - 0 X

AppScan Standard belp 1l
Home Learn

Training and support videos
What's new
Configure new scan APSan Srsndésd fx ey Open file

Check for updates

Keyboard shortcuts 3 From computer & AppScan on Cloud

@ Web essentials Support 5> td) Import Explore data & AppScan 360°
Quick start your scan (Basic)

AppScan log &S AppScan Enterprise
| |
o drosasnis Recent scans
PO ARl Sssetals I, e
15. Click configure your license
O HCL License X

F-S<”R

- - N

License Details:

x %

Refresh license connection: & License not configured

License type: Not available I Configure license I

Expiration date: Not available I View License Agreement I
Help Close
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16. Import your license.
Visit setup a Node-Lock license:

https://help.hcl-software.com/appscan/Standard/10.6.0/t LicenseHCL NodelLocked.html
@ Configure License X

(O Cloud license server
O Local license server

(@ Local license file

Import license file:

Local host ID: 12763_ Copy ID

Share your local host ID with your software license manager so they can configure your license file.
Then import the file.

OK Cancel

17. You have now successfully setup your Node-Lock license.

() HCL License X

R

> \

License Details:

Refresh license connection: | « Connected to license

Remove license

License type: Local file I:onfigure Vlicense

Expiration date: 7/14/2040 I View License Agreement l
Help Close
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Visit HCL AppScan Standard product documentation to know more about how to scan, generate reports,
and more!

https://help.hcl-software.com/appscan/Standard/10.7.0/index.html

HCL AppScan is a scalable suite of security testing platforms and tools including SAST, DAST,
IAST, and SCA, available as SaaS on cloud, or self-managed cloud-native and on-prem. HCL
AppScan solutions detect pervasive application security vulnerabilities during development and
facilitate remediation before the software is deployed. Developer-focused advisories and
language-specific code samples empower developers to remediate vulnerabilities and instill
secure coding practices. Comprehensive management capabilities enable security
professionals, developers, DevOps, and compliance officers to continuously monitor the
security posture of their application and maintain compliance with regulatory requirements.

To learn more about HCL AppScan please visit our website.

HCLSoftware, the software business division of HCLTech, fuels the Digital+ economy by
developing, marketing, selling and supporting solutions in four key areas: digital
transformation; data and analytics; Al and intelligent automation and enterprise security.
HCLSoftware drives customer success through relentless product innovation for more than
20,000 organizations, including a majority of the

Fortune 100 and almost half of the Fortune 500.
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